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Self-monitoring with Immunity-Based Diagnostic Model in Distributed Intrusion
Detection System

o Yuji WATANABE and Yoshiteru ISHIDA, Toyohashi University of Technology

Abstract: In distributed intrusion detection system (DIDS), self-monitoring can be a difficult problem. One
possibility is that each IDS is checked periodically by others. In this paper, we propose mutual tests among
IDSs using immunity-based diagnosis. Some simulation results show that corrupted IDS gradually decreases its
credibility. Furthermore, we compare self-monitoring using direct communication between IDSs with one using

mobile agent.
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(R1, R2, R3, R4, Rs)
(1, 1, 1, 1, 1)
(1, 0, 0, 0
(1, 1, 0, 0

|

Fig. 1 An example of mutual evaluation network.
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Fig. 2 Model of distributed intrusion detection system.

[root@wata root]# Is /etc/snort/
RCS

local .rules snnp. rul es
attack-responses.rules misc.rules snort. conf
backdoor. rul es nul ti medi a.rules snort_tutkie.conf
bad-traffic.rules nysql . rul es sql .rules
chat.rul es netbi os. rul es telnet.rules
classification.config nntp.rules tftp.rules
ddos. rul es oracle.rules virus.rules

del eted.rul es other-ids.rules web-attacks.rules
dns.rul es p2[). rules web-cgi.rules

dos. rul es policy.rules web-client.rules
experinental .rul es pop3.rul es web- col df usi on. rul es
exploit.rules porn.rul es web- front page. rul es
finger.rules reference.config web-iis.rules
ftp.rules rpc.rules web-nisc.rul es
icmp-info.rules rservices.rules web-phr).rules
icnp.rules scan. rul es x11.rul es

imap.rul es shel | code. rul es

info.rules sntp.rules

[root@wata root]# head /etc/snort/web-cgi.rules

# (O Copyright 2001, 2002, Martin Roesch,
# Al rights reserved.
# $1d: web-cgi.rules,v 1.56 2002/ 08/ 18 20:28: 43 cazz Exp $

Brian Caswell, et al.

000 R;€(0,1]0000000000T,; 00000 *
0:00000, ;00000000000000000 Byper sech
0000 1000000000000 —-1000000

$EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (ms?: "WEB- CA
hsx.cgi directory traversal attenpt"”; uricontent:"/hsx.cgi";
content:"9%90"; flow to_server, established;
reference: bugtraq, 2314; reference: cve, CAN- 2001- 0253;

alert ICE $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (nsg: " WEB- CG
Hyper Seek hsx.cgi access"; uricontent:"/hsx.cgi"; flowto_server,

content:"../../";
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[root@wata root]#

Fig. 3 Example of snort rules.!”
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Fig. 4 Self-monitoring using direct communication between
hosts.
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Fig. 5 Self-monitoring using mobile agents.
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Table. 1 Parameters list.
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Fig. 6 Transitions of credibility for normal and corrupted
IDS over 50 trials using direct communication between
IDSs.
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Fig. 7 Transitions of credibility for normal and corrupted
IDS over 50 trials using mobile agent.
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Fig. 8 Average false positive/negative rate (& and ) vs.
number of connected hosts (N.).
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number of mobile agents per host(M/N).
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